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/ Twitchlis(allivestreaming service which tends to focus/on gaming: Users can publicly broadcastitheirigameplay,
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" UNCENSORED STREAMS

Uncensored content obviously carries a
reater risk of inappropriate lunguage and
chaviour (streamers can, however, list

their broadcast as unsuitable for children).

Twitch has strict rules for streamers to

follow, but requires viewers to report any

streams which breach these guideslines.

Each livestream is accompanied by a text

chat which it is the streamer’s responsibility

to moderate.

INAPPROPRIATE CONTENT

Most people are diready aware that

some video games feature adult

content such violence, sexual content,

profanity and so on. Twitch does prevent
zrtaln games from being streamed on

the platform, but most are still allowed. It

Iz relatively simple, then, for a child to find

livestreams of games that aren’t suitable

for them - including horror games.

e
WIDDEN COSTS e

Twitch is free to usc because it's supported (#
by advertisers. Removing the ads requires a
subscription to Twitch Turbo — or the Twitch

Prime package (free fog anyone with an (}‘
Amazon Prime account), which blocks the —* (
ads and offers additional goodies such as

bonus games, Streamers earn most of their
incoeme by asking users for direct donations

or gifts of the virtual currency Twitch Bits,

~%
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) Advice for Parents & Ca

and commentary online for.other users to watch: It's'a community-driven platform where\viewers can
supportitheirfavourite streamers’ channels through PayPal donations, “Bits® and more. Each
_ streameror/group creates theirown community for.fans to/interact withieachlother. Twitch has
"\ more than15'million daily active usersiand/includes non-gaming topics'such as music,
cooking and art. Anyone can create a channel to livestream or.watch videos.
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CONTACT FROM STRANGER

As well as streamers talking directly to
their audience, Twitch enables viewers to
use text chat to speak to the person they're
watching. It's a social platform which also
allows viewers to interact with each other
via text while they are watching livestreams
- including exchanging private messages.
This raises the Kossnbihty of a child

being approached and messaged

anline by total strangers. o

WEBCAM SHARING

It's common for streamers to uso

their live webcam foot This all

better interaction with their viewers, but
also adds rislc the stream might include
sponsored content or product placement
that isn't child friendly. Using d webcam in
livestreams increases the chance of
malicious viewers finding out where the
streamer lives and provides bullies with
visual reactions to their hurtful bohaviour.

PRIVATE CHAT ROOMS

Twitch encourages streamers to create
their own communities, which extend
beyond its platform. Many create a public
Discord group, for example, for viewers to
join and communicate with each other,
iscord is a completely soparate entity to
Twitch and offers a higher risk of predators,
grooming and cyberbullying if your child
gets involved in the voice or video chat with

strangers.
¥ 5

ers

EXPLORE IT YOURSELF

Twitch doesn't have any parental controls, but it /s possible to

block troublesome users if it becomes necessary. The best

solution is to watch some Twitch channels by yourself or with your

child to find some that are suitable. Watching some streams by

xouuell is also a good route to understanding the sort of content
hat your child would be consuming regularly on Twitch,

LEARN HOW TO BLOCK

‘Security and Privacy’ in Twitch’s settings lets your child block

-
messages from specific users. Teaching your child how this works © =

will thE them avoid online abuse. If they livestream, knowing how &
to block people in the chut also helps to prevent cyberbullying or
hurassment. Evading online interaction is impossible, of course, so talk
to them in advance about boundaries and safe online communication.

Meet Our Expert

lare G ahe L } heisy

@ www.nationalonlinesafety.com , @natonlinesafety

WATCH WHAT THEY WATCH

Twitch does have g lot of child-friendly content; some streamers
use a “family friendly” tag to highlight material that's suitable for |
chifdren. However, anyone can use this tag - Inciuding users who |
(accidentally or otherwise) stream games with less u;ﬁropviqte
adult themes. The best way to counter this Is to view aifferent
streams and follow suitable channels for your child to watch.

LIMIT PAYMENT OPTIONS

Reduce the chance of accidental purchases by ensuring your

bank card isn't saved on Twitch or the Amazon account that Twitch
Prime could be linked to. Restricting access to your PayPal account is
also wise if your child watches Twitch on the device you use to make
purchases. Explain to your child that they don't need to subscribe to
channels to watch them and that donating or gifting ‘Bits is optional.
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At National Onfine Safety, we belleve in smpowering porents, carers ond trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel it Is needed. This gulde focuses on one app of many which we belleve trustad adults shoulkd be aware of. Piease visit www.nationalonfinesafety.com for further guldes, hints and tips for adults.

What{Parents'&lCarersINeed|toknow about

Snapchat is a photo and vldeo sharing app which also allows users to chat with friends via text or audio.
Users can share Images| and videos with specific friends; or through a ‘story’ (documenting the previous
24 hours) visible to their/entire friend list. Snapchat usageirose during the pandemic, with many young
people utilising it tolconnect with their peers. The app continues to develop features to engage an eveng

larger audience;and emulate current trends, rivalling platforms such as TikTok and Instagram.
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At National Onfine Safety, we belleve in empowering porents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel itis needed. This guide focuses on one app of many which we believe trusted aduits should be aware of. Please visit www.nationalonfinesafety.com for further guides, hints and tips for adutts,
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< TIKTOK

TikTok is a video-sharing social media app which lets people create, view and download looping 15-second clips.
Typically, these are videos of users lip-syncing and dancing to popular songs or soundbites (often for comic purposes),
enhanced with filters, effects and text. Designed with young people in mind, TikTok skyrocketed in popularity in 2018 and
has featured near th:y of download charts ever since. It now has around a billion users worldwide.
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Meet Our Expert National
Parven Kaur is a social media expert and digital media On I l ne

consultant who is passionate about improving digital litercicy for ®
parents and children, She has extensive experience in the social S af et §

media arena and s the founder of Kids N Clicks: a web resource
that helps parents and children thrive in a digital world, #wakeu pWEdneSdaH
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RYPIOCURRENCY}

COMPLEX TECHNOLOGY

Like any new software,
cryptocurrency comes with bugs,
flaws and limitaticns. Broadly, it
hasn’t yet evolved to be os user
friendly as web browsing or social
media. Using it safely means
spending time learning about the
complicated technology it uses,
We would strongly suggest anyone
considering getting involved in
cryptocurrency should consult
specialised tutorials to lsarmn
about it properly in advance.

S . aammw W=

* WIDESPREAD EXAMPLES
=

' account, but young people will still
. be exposed to cryptocurrency in
. various settings.

™ CHANCE OF SCAMS

Cryptocurrency provides another
opportunity for scammers to extract

. personal data and money from
unwary web users, Unlike credit card
transactions or wire transfers, a bank
can’t reverse cryptocurrency
transactions after a suspected fraud
=~ making it an appealing channel for
online extortion. These transactions
do leave evidence in the blockchain,
however, which means that
cryptocurrency scammers can and

do get caught,

Cryptocurrency software for
smartphones is often free to
download from orp stores. Emails
with links to cryptocurrency services
can land in any inbox,
Cryptocurrency is also advertised on
scarch engines, on social media and
In online games (for example to buy
add-ons which help pluysrs level
u?). It can’t be purchased easily 4
without a credit card or bank

«
- i

l{dvice for

ptocurrency?
digital ‘coins’ representing financial value. To monitor who owns

n, called a ‘ledger’ or ‘blockchain’. This is secured by cryptography:
eased in 2009, was the first cryptocurrency; other platforms have

T ptocurrency becomes a more established part of digital life, young

idults understand its risks, and how it can be explored and used safely.

BEING LOCKED OUT

If you forget your enline banking
password, you can reset itb

rrowng your identity in another way.
n the world of ‘crypto’, however, the
private key to access your funds
can't be reset. Cryptocurrency
operates without intermediaries like
banks - so no-one stores a copy of
users’ private keys, This has security
benefits, but also presents the huge
risk of permanently losing accass to
your account, Learn how to store
private keys securely before
purchasing any significant amounts

of cryptocurrency.

RISKY INVESTMENT =3

Pricos can be very volatile, so
cryptocurrencies are considored
high-risk investments, If you might
neod Your savings soon, don't hold
them in cryptocurrency das their
value could drop suddenly and
sharply, Sometimes, cryptocurrency
may be a profitable invostment - but
note that any gains are taxable. You
may ¢ven have to pay tax when
exchanging onoe cryptocurroncy for
another if the currency you're
oxchanging is griced higher than it
wdas when you bought it,

14 pouc1 + 190 ]

-« Inthe UK, cryptocurvem:y Is idered rlsky, b users aren't
©« well protected if something goes wrong. Most cryptocurrencies use
software developed by d lised Ities, so there's no
« customer service and no support if your funds get stolen or you lose
— decess to your mobile cry%tocumnc¥ wallet, Uniess you understand
= cryptocurrenmrrs robably best not to use it. After all, If you couldn't
[~ comprehend the highway code, It wouldn’t be safe for you to drive.

2> <

CHECK CREDENTIALS

" Buyin? cryptocurrency for the first time involves wiring funds from your
. P(:nk o at pt renc! h - a busil

¢ into 0c

“ this go%?d present a security risk.

el

-y

ency. They can also store tocurrency for you, though
Cryptocurrency businesses in the U

must now P i ing regulations: the Financial

~> Conduct Aufhoﬂ{y'g Wwahsite ﬁu_s a list of ull business that are upproved,

.- and it's best to avoid dealing with any that aren‘t.
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EXPECT EXPOSURE

It your chiid plays online games that involve some form of virtual

currency, and has access to some kind of payment method, they may

find themselves In a position to buy and use cryptocurrency. There's

mobably no Immediate danger, but discussin potential risks with
em could be useful. If your child ts old enough to un and

the concepts of spending and saving or to grasp the baslcs of

programming, then they're old enough to [earn about cryptocurrency.

: STAY CAUTIOUS, STAY INFORMED

Approach tocurrency with cuution as well us curiosity. Don't q?/
ick on links in unexpected emails referring to cryptocurrency and
beware of promotions promising free cr¥ptocurronc¥ in exchange -
for personal information. Avoid mentioning on social media tha

ou own crxptocumncy. as this can attract scummers. Stay

formed of potential new risks and regulations by regularly
checking specialised sources (such as Coinbesk).
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DISCORD

Discord is a free app which allows users to communicate in real time via text, video or voice chat. Available on
desktop and mobile devices, it was originally designed to help gamers cooperate — but has evolved into a
more general networking platform for a range of online communities, discussing topics like TV series,
music, Web3 and more. Discord is organised around closed groups, referred to as ‘servers’. To join a
server, users must be invited or provided with a unique link. It's a space for users to interact with
friends, meet others with shared Interests and collaborate privately online — but it's also a
place where young people can be exposed to risks if the right precautions aren’t taken.

o ( on many chat plutfonm, users can lie about
their ugo or true jdentity = and Discord Ie no
p
ﬁmp try to

d an Intormed conversation about enline safety with thelr chifdren, should they
sit www.nationalonlincsafety.com tor further guides, hints and tips for adults

Discord’s nsy accessibility and
r.«nnn unfortunately, makes it an
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abuss the plquorm bi( using it to contact
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Like many private communication
Discord’s real-time mess:
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t moderation throu
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and some may )
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cord mainly hosts private rou 5, ai’!?F y
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be shared on channels. Pomogru h raeism N\
and inappropriate lcngucge can din
Some groups. Server owners are roqulnd to
add an uge-resmcﬂon ate to ehnng
where 18+ content is share ut thiz
solution isn't foolproof, as the platf

doesn’t always verify users’ ages when they
sign up.
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REVIEW SAFETY SET TINGS

Discord has a series of safety settings,

enabling users to choose who can direct
message them or send them friend requests,

Your child’s experlence on Discord will be much
safer if the app’s privacy and safety settings are
configured to only allow messages or friend
requests from server members, This will minimlise
the chances of potential predators from outside
the group contacting them.

MONITOR ONLINE ACTNITY

It's wise to regularly review your child’s activity
on Dizcord. This can include checking their
lofetr settings to ensure they‘re correctly
enabled, talking about which servers

they've joined and reviewing some of their
friends and direct messages. Ask if

anything has made them feel

uncomfortable or unsafe. Things can

change quickly online, so plan routine
check=-ins and follow up frequently.

ﬁeei Our Expert
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EXPLAIN AGE FILTERING

While Discord requires users to be at least
13 to sign up, many servers geared towards
older users are flagged as NSFW (not safe for
work), which Indlca #s they probably contain
material that's inappropriate for children. It can
be easy to click through settings without proper!
review ng’ them, so ensure your child understands
why age filtering Is important and that it's there to
protect them.

DISCUSS GOOD ONLINE BEHAVIOUR

The anonymity offered by the internet often

leads pe gle to communicate more openly J
online and behave differently than they

would at school or home. It's crucial to bear

in mind, though, that every internet uzer Is

still o real person. Talk to your child about

the severe and lasting conseguences that
cyberbullying or exchangm% inappropriate
material online can have in the real world.

|
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SCREEN OUT EXPLICIT CONTENT

In the privacy and safety settings,
Discord users are offered the abllity to

filter direct messages for Inuggroprinlc
content: a setting that should be enabled

if your child uses lh- platform. Discord
automntucnllK tries to flag images that are
explicit, but the setting must be manually
enabled for text, If a young user is sent explicit
content in a direct message, Discord will scan
and (if necessary) delete it.

HAVE CANDID CONVERSATIONS

It can slometlmes be awkward to dlscus|s

topice like groomin ornography, racism
orpexphclt (?onten! v\glftﬁ yourgchﬁdy but it’s
important to ensure they're aware of the

harms these things can pose. T(Ilkln? openly
about these subjects is a great way to help your
child feel more comfortable about coming to
you if they experience an unwanted encounter
on Discord (or anywhere else online).
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PARENTAL ON-LINE

SAFETY TIPS

With the technological advances that had to be made during Covid, socializing from home
was increased. This meant that young people were spending a lot more time on-line, gaming
and socialising. We know are pupils like this form of social interaction and often rely on it
heavily. However, it is important that we all consider how we can help keep young people to
be safer online. Here is some information about what your child may enjoy online and what
you can do to help keep them safer.

Online gaming

Online games are social
activities, and most have
features that allow young
people to chat with others
whilst they play.

For information about the
positives of gaming, the risks
of ‘in-game chat’ and
measures you can take to help
protect your child, watch this
short video:

In-game chat: a guide for
parents and carers

Sharing images
and videos

Young people often share
images or ‘selfies” and there is
potential for some of those to
be nude or nearly nude images.
Young people share ‘nudes’ for
a number of different reasons,
and some situations are riskier
than others.

For information about the
contexts in which images are
shared and how best to
respond, take a look at nude
selfies: a parent’s guide.

More
information?

Thinkuknow is the
education programme from
the National Crime Agency’s
Child Protection Command
CEOP (NCA-CEOP). Their
aim is to protect children
and young people from
sexual abuse online.

For more information,
advice and guidance, visit
their parents website and
download their home
activity worksheets for fun,
online safety activities to do
with your family.



https://www.youtube.com/watch?v=_5-ij1jm9K8&feature=emb_title
https://www.youtube.com/watch?v=_5-ij1jm9K8&feature=emb_title
https://www.thinkuknow.co.uk/parents/articles/Nude-selfies-a-parents-guide/
https://www.thinkuknow.co.uk/parents/articles/Nude-selfies-a-parents-guide/
http://www.thinkuknow.co.uk/parents
https://www.thinkuknow.co.uk/parents/Support-tools/home-activity-worksheets/
https://www.thinkuknow.co.uk/parents/Support-tools/home-activity-worksheets/

Steps you can take to help keep your child safer online

Have an ongoing conversation: Continue to talk about the apps, games and sites they like to
use, and what they like and don’t like and any concerns about being online. Discuss with them

when to unfollow, block or report.
For help starting this conversation, read having a conversation with your child.

Make sure they know where to go for support: Remind your child they can always speak to
you or an adult they trust if anything happens online that makes them feel worried or upset.
Remind them that they won’t be in trouble at that you are there to help. For a breakdown of

report services, visit:
Supporting your child with reporting unwanted content online

Make sure they know about NCA CEOP: Young people can report a concern about grooming
or sexual abuse to NCA CEOP at https://www.ceop.police.uk/safety-centre/ and get support

from a specialist Child Protection Advisor.



https://www.ceop.police.uk/safety-centre/

Equality Online

The Women’s European Football Championships were a huge success, and the World Cup has
held people’s gaze, however these two world stage events act as a timely reminder of how
important it is to give everyone the respect they deserve online — regardless of gender, race,
sexual orientation, religion, or anything else.

Many sports people, including footballers often have as many online comments about their
gender, skin colour or LGBTQ+ status as their footballing skills. The Global Equality
Commission, together with National Online Safety had produced a guide to help young fans kick
online discrimination into touch!

In the guide you will find tips on several potential issues such as ‘pack mentality’, haters and
discrimination. There are some top tips for spreading positivity, not prejudice.
Free Online Safety Guide | Equality Online National Online Safety

At High Grange School we teach students about respect for others and tolerance, however this
needs to continue into the online world that students use.

the online world: it’s come a long way, but that doesn’t mean we should stop trying to make it even better. The Women's
European Football Championships are underway, and that's a timely reminder.of how important it is to give everyone the
respect they deserve online - regardless of gender, race, sexual orientation, religion or anything else. In partnership with the
Global Equalitv. Commission, we've produced a special guide to help,young fans kick online discriminationinto touch!

1) _ (2) " , )
~/KNOW ITWHEN YOU SEE IT \=/WHEN “BANTER” ISNTFUNNY _ \"/BE YOUR OWN PERSON
Exprassing views based on pre'{udicc about B  Discrimination is sometimes disguised us f Set a good example through your own
o part of someone’s identity — their race, -.Tf'-. humour: some memes, clips or gifs that o /& / online communication. Think whether
gender or a disability, say - counts as ': i' certain people try to pass off as“funny*” you'd say a \hln(g In real life before posting
enline hate ,,A might actually be offensive. #‘ or sharing It online for the world to see.
- = om et — ek BER- Se TN L -~6-.‘-s~ i
'SEEING SHOULDNT & SEXISM CAN BE ILLEGAL % % ONL/NE HATE, USED AS BAIT
EQUAL BEUE\”NG (VAU ” As well as being extremely hurtful to a (,

Sadly, it's not just that being exposed to
person or a group, online sexism and

prejudice online is upsotting - some oxtreme
- prejudice against women (known as organisations even fry to recruit young
or longer, 50 don’t misogyny) can be recorded as a hate people to their cause.

Sneakier, less obvious tyfws of online abuse
can stay on the internet

assume that something’s OK just because crime in some cases.
it’s not been taken down yet.
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\ ") GET SOME DISTANCE (;’ } 'TURN OFF THE HATERS L2 PLAY IT BY THE BOOK

If you see messages online thut upset If someone you follow on social media is '7\/‘& If you see someone discriminating online, ) /
you, it's probably time to give yourself some posting sexist content, you could you don‘t have to challenge them yoursslf.

space from that site or app. Talk to always mute them or block them - or . Screenshat their post and report them to

a trusted adult about how you're fesling. unfollow them ualtogsther. the app or site you saw it on.
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\% EXPLOITING ‘PACK MENTALITY' . POSITIVITY AINAYS WINS " \2/CREATE THE WORLD YOU af
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Sexist messages aren’t always sentto Go the extra mile and spread some positive Remember, you're the boss of your online
a target directly: sometimes, they're posts vibesl Instead of just redcting to o post and world. Engage with posts or accounts that
designed to provoke misogyny among other scrolling past, you could add a message of celebrate equality and understanding:

people. support and encouragement, too. block or unfollow the ones that don’t. 3% .
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SAFEGUARDING ALERT -

SNAPCHAP MEET UP

Wwhat is Meet Up:
Snapchat’s newest feature adds an extra layer to their existing Snap
Map feature by allowing users to get directions to their friend’s exact
location. It pairs with Apple Maps and Google Maps apps, which show
how long it would take someone to walk, drive, or use public transport
to reach the address. Essentially — with the click of a few buttons,
anyone is able to gain access to your workplace, school, or home
address and the fastest route to get there.

‘Meet Up’ is accessed by visiting a user’s profile to look at their
location on Snap Map (a feature that is on by default). Once on the
map, a user can access Meet Up by pressing the user’s Bitmoji (a
cartoon version of the user that appears on their live location on the
map) and choosing directions from either Apple or Google Maps.

There has been widespread backlash at the release of this
feature from people of all ages online, with many labelling it
as ‘creepy’ and warning others of its existence.

What are the Risks?
While Snapchat created previous features like Live Location to mitigate
seem to be the same intention behind Meet Up. As with any location shc
there is always a risk to sharing this personal information.

Live location and/or addresses should only be shared with trusted family and

friends. Revealing location or personal address could result in:

e Random visits or appearances from other users who have not been invited.

¢ Another user screenshotting the address, using a second device to capture
location information, or sharing this information with others without the user’s

knowledge.

e A young person being coerced or pressured into sharing the feature with someone

they don’t know.

¢ Young people who are in unhealthy relationships or friendships unknowingly

exposing their location to their abusers.

e Unwanted visits from bullies, abusers or stalkers that could escalate into

forms of harassment, threats, or assault
For more information and safety tips click link below:

SAFEGUARDING ALERT — Snapchat Meet Up - Image Safequarding Group
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